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Topics

• Install the gateway


• Enable basic Protection


• Block apps


• Lock down a Smart TV



Install the Gateway



Install UniFi App

• Apple App Store


• Google Play



Plug it In
We are using a UniFi Express 7 
Other models will look slightly different

• Connect your Internet providers 
cable into the WAN port. On the 
UX7 it has a blue globe icon


• If you have a computer or switch 
to wire in, connect it to the LAN 
<- -> port


• Connect power



Setup Console

• Once you have the UniFi 
Gateway connected, open the 
UniFi app


• It should discover the device, 
and then click “Tap to Set Up”



Setup Console

• Give the gateway a name


• Enter a name for the Wi-Fi


• Enter a password for the Wi-Fi



Setup Console

• Create a UI Account if you’d like 
to be able to control your 
Internet when you’re away from 
home


• Tap “Proceed without UI 
Account” if you prefer to not 
have remote access



Setup Console

• The gateway will test your 
Internet Speeds to calibrate itself



Setup Console

• Wait for the gateway to update 
and install the latest firmware. 
This can take several minutes


• Once the update is finished, you 
may need to connect to the new 
Wi-Fi network to continue



Enable Basic Protection



Enable Content Filtering
Web only

• Access your console via 
unifi.ui.com or direct by IP, 
default is 192.168.1.1


• Go to Settings > Security > 
Protection


• Set Content Filtering to Family


• Enable Ad Blocking


• Enable Encrypted DNS

http://unifi.ui.com


Enable Active Detections

• Turn on the Intrusion Prevention 
option


• Set Detection Mode to Notify 
and Block


• Apply Changes



Block Apps

• At the top, see Simple App 
Blocking, and click Create New


• Enter a rule name, and select 
either device to apply to one or 
more devices, or network


• Select specific apps or app 
categories to block


• If desired set a schedule, and 
click Add



Smart TVs



Option 1
Block Internet

• Allows you to Airplay content to 
the TV, and use HDMI


• No streaming apps or content 
will load on the TV


• You can use a schedule



Option 1
Block Internet

• Go to Settings > Security > Firewall


• At the bottom click Create Policy


• Give it a name, source zone should be 
Internal


• Select Device, and find the TV in the 
device list


• Action should be Block, and 
Destination Zone, External


• At the bottom you can set this rule on 
a schedule if desired, then click Add



Option 2
Block some Streaming Apps

• You might want to block apps 
like Netflix or Google TV, but 
allow RightNow Media


• This rule can also be run on a 
schedule



Option 2
Block some Streaming Apps

• Go to Client Devices


• Click on your TV, and then the 
settings gear tab


• Under Simple App Block, click 
Create



Option 2
Block some Streaming Apps

• Select Specific apps, and add all 
the streaming services on the TV 
that you’d like to block


• If desired configure a schedule at 
the bottom, and click Add



Built-in TV Parental Controls

• Most built-in parental controls on 
a TV are weak with limited 
options


• Use them to the best of your 
ability, and for the rest use a wi-fi 
filter such as UniFi Gateway



Thank you
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